Privacy Notice — Staff Applicants

Franklin College Trust is committed to protecting and respecting the privacy of all our staff applicants,
personal data. This Privacy Notice explains how we collect, use, store, and share your personal data in
accordance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018,
and other relevant data protection laws. Please read this notice carefully to understand how we
manage your data.

Franklin College Trust is a provider, who is responsible for the collection and processing of your
personal data, as defined by data protection laws. The Trust is the data controller and/or processor for
personal data relating to you.

What Personal Data We Collect

We collect and process the following categories of personal data. The points below are only examples
and not an exhaustive list, and may include other data where appropriate— if you have any questions,
please contact the Data Protection Officer:

1. Personal Information: Name, address, date of birth, gender, contact details (email and phone
number) and vehicle registration details.

2. Characteristics: Such as ethnicity, language, nationality, country of birth.

3. Qualifications & Employment History Information

4. Special Educational Needs and Disabilities (SEND): If applicable, information about any special
educational needs or disabilities if this has been disclosed to us.

5. Emergency Contact Information: Name and contact details of an emergency contact.

6. Financial Information: relevant to payroll, pensions and previous salaries.

7. Health and Wellbeing Data: Any medical or health information or health needs you may have
disclosed to us.

8. HRInformation: such as reference details (usually only collected prior to offer of employment),
any disciplinary matters and evidence of eligibility to work in the UK.

9. Recruitment Data: (e.g. interview notes, candidate selection)

10. Criminal Convictions: as part of the DBS and in accordance with the Rehabilitation of the
Offenders Act (1974) and any other relevant legislation

11. Legal requirements (e.g. Single Central Register, for compliance with KCSIE guidance)

12. Photographs and Video: Photographs, videos or testimonials for example, during Trust
activities or Trust related events for marketing or educational purposes. Including photograph
of ID badge. These may all be used for promotional purposes and such as but not limited to,
Trust printed publications, on the Trust website and on social media or any other suitable forum
the Trust deems acceptable. Additionally, this information may be shared with schools,
employers and any other appropriate third parties. These may also be used once you have left
the Trust.

13. Any other relevant data that the Trust deems appropriate.

How We Use Your Personal Data

We use your personal data for the following purposes. The points below are only examples and not an
exhaustive list, and may include other usages of your data where appropriate — if you have any
guestions, please contact the Data Protection Officer:

1. To Provide Educational Services: To assess an applicant’s suitability for the role they have
applied for, for example through application forms and ID documents. The Trust also collects
references relation to you from third parties.

2. To Monitor Progress and Achievement: To assess the quality of our services.

FRANKLIN COLLEGE TRUST



Privacy Notice — Staff Applicants

3. To Provide Health and Welfare Support: To provide appropriate student support, care,
pastoral care and guidance including in the event of an emergency or if you require any special
assistance.

4. To provide support during the application and interview stages: To make reasonable
adjustments to the application and selection process for anyone with medical or health
conditions.

5. To Communicate with You: To send you important information about the role.

6. To Comply with Legal Obligations: To meet legal and statutory requirements such as
safeguarding, SEND, health and safety, and financial auditing and comply with the law regarding
data sharing.

7. To ensure we meet all statutory employment requirements

To safeguard students and others

9. To fulfil payroll and pension obligations and provide information to appropriate third parties

%

We do not undertake any automated decision making. The Trust is committed to being transparent
about how it collects, uses, stores and deletes data and to meeting its data protection obligations.

The Trust will use the information provided in a manner that conforms with the Data Protection Act 2018
(DPA 2018), the UK GDPR and the Human Rights Act 1998.

Why does the Trust collect and use staff applicant information?

The Trust collects and uses staff applicant’ information. The lawful basis on which we use this information
is that we collect it as part of our public interest task of providing education to you. We collect and use
staff information under Article 6 (1). of the UK General Data Protection Regulation 2018 (GDPR) where:
* Processing is necessary for compliance with a legal obligation to which the controller is subject

* Processing is necessary in order for us to carry out a public task

We also collect and use staff information which is defined as a special category of personal data under
Article 9 (2). of the GDPR 2018, such as biometric and ethnicity data. We also define other sensitive data
as a special category, (this list is not exhaustive) for example SEND data.

* Processing is necessary for the purpose of carrying out obligations under employment and social
security and social protection law.

Lawful Basis for Processing Your Personal Data

We rely on the following lawful bases to process your personal data. The points below are not an
exhaustive list, and may include other lawful basis for processing your personal data where appropriate
— if you have any questions, please contact the Data Protection Officer:

1. Performance of a Contract: The processing of your data is necessary to fulfil our contract with
you.

2. Legal Obligation: We may process your data to comply with legal obligations.

Consent: In some cases, we may ask for your consent.

4. Legitimate Interests: We may process your data for legitimate interests, such as improving
services and communications.

w

Your Rights
Under data protection law, you have the following rights regarding your personal data:

1. Access: You have the right to request access to the personal data we hold about you in certain
circumstances.

2. Rectification: You have the right to request that we correct any inaccurate or incomplete data
in certain circumstances.

3. Erasure: You have the right to request the deletion of your personal data in certain
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circumstances.

4. Restriction: You have the right to request that we restrict the processing of your personal data
in certain circumstances.

5. Data Portability: You have the right to request that we transfer your personal data to another
organisation.

6. Objection: You have the right to object to certain types of processing of your data in certain
circumstances for example if it is likely to cause, or is causing, damage or distress.

7. Withdrawal of Consent: If we process your data based on your consent, you have the right to
withdraw that consent at any time in certain circumstances.

To exercise any of these rights, please contact the Trust's Data Protection Officer (DPO).
You also have the right to:

e Object to processing of personal data that is likely to cause, or is causing, damage or distress
e Prevent processing for the purpose of direct marketing

e Object to decisions being taken by automated means

e |n certain circumstance, have inaccurate personal data rectified, blocked, erased or destroyed

Right to request access to your information

Under data protection legislation student applicants have the right to request access to information
about them that the Trust holds. To make a request for this, please email
information.governance@franklin.ac.uk who will process the request in partnership with Franklin
College Trust’s Data Protection Officer.

If you have a concern about the way we are collecting or using your personal data, we request that you
raise your concern with us in the first instance to information.governance@franklin.ac.uk.
Alternatively, you can contact the Information Commissioner’s Office at https://ico.org.uk/make-a-

complaint

Collecting staff applicant information

Whilst the majority of staff applicant information you provide to us is mandatory, some of it is provided
to us on a voluntary basis. In order to comply with the General Data Protection Regulation, we will
inform you whether you are required to provide certain information to us or if you have a choice in this.

CCTV

CCTV recordings are used and retained for a limited period to ensure the safety of student applicants,
students, parents/guardians, staff and visitors to the Trust. Access to view and monitor these recordings
is limited to the appropriate staff who will report and act accordingly if suspicious or inappropriate
actions or behaviours are identified. CCTV images may be passed on to the police for the purposes of
crime detection or prevention, and Franklin College Trust will also disclose CCTV footage when
requested by insurance companies. CCTV may be used to assure the integrity of our examination
arrangements, with footage shared with Awarding Organisations for audit and fraud prevention
purposes.

How We Store Your Data

Your personal data will be stored securely and only for as long as necessary to fulfil the purposes for
which it was collected, or as required by law. We implement appropriate technical and organisational
measures to protect your data from loss, misuse, or unauthorised access.

Who We Share Your Data With

We may share your data with the following parties as required. The points below are not an exhaustive
list, and may include other parties of who we share your data with, where appropriate — if you have
any questions, please contact the Data Protection Officer:
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1. Internal Staff: Trust staff involved in services that have an impact on your role and if our Trust
and College policies allow it.

2. Third-Party Providers: External organisations that provide educational or administrative
services such as Cull Micro Imaging (scanning bureau), data analysis providers or IT support.

3. Regulatory Authorities: Relevant educational authorities, including the Department for
Education (DfE), or Ofsted, for reporting and compliance purposes and Local Authorities.

4. Health and Emergency Services: In the event of an emergency, we may share relevant
information with emergency services or health, well-being and safeguarding professionals and
services including Social Services and the Police.

5. Legal or Regulatory Bodies: If required by law or to protect our legal rights, we may share your
data with authorities, such as the police or a court of law.

6. We occasionally share staff applicant information with: Auditors, Insurers or appropriate
consultants

We are also required to share information about our employees with the Disclosure Barring Service
(DBS).

DBS Personal Information Charter: Personal information charter - Disclosure and Barring Service -
GOV.UK

Before sharing your data with a party, we will either obtain your consent or establish that the sharing
is necessary (which includes ensuring that the data shared is kept to a minimum), fair and otherwise
within the law.

We will not pass your information to third parties for them to contact you directly for their own
marketing purposes.

Occasionally information will be shared with the Department for Education. For more information
about the department’s data sharing process please visit: How DfE shares personal data - GOV.UK

How to Contact Us

If you have any questions or concerns about how we process your personal data, please contact:
Data Protection Officer

Email: information.governance@franklin.ac.uk

Telephone number: 01472 875000

Changes to This Notice
This Privacy Notice is subject to change. We may update this Privacy Notice from time to time to reflect
changes in our practices or legal requirements.
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